
Criminal Enforcement in the Cryptocurrency Industry:
The Feds Mean Business

What You Need to Know Now and How to Safeguard Your Investments and 
Business
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Gary L. Alford is a Special Agent and Program Manager with 
Internal Revenue Service, Criminal Investigation (IRS-CI) in 
the Cyber & Forensic Services headquarters' section.  Mr. 
Alford's responsibilities include both strategic and policy 
decision-making related to IRS-CI's cyber strategy. Previously 
as a case agent, Mr. Alford built pioneering cases of money 
laundering and unlicensed money transmitting, involving virtual 
currency such as his lead role in the Ross Ulbricht prosecution 
(Silk Road). During his IRS-CI career, Mr. Alford was 
nominated by the FBI for the FBI Director's Award for 
Outstanding Cyber Investigation. Moreover, he has received 
the IRS-CI Chief's Award for Investigative Excellence, the 
Attorney General's Award for Distinguished Service, the 
Treasury Secretary's Honor Award, and is featured in an 
exhibit at the National Law Enforcement Museum in 
Washington, DC. Prior to becoming an IRS-CI special agent, 
Mr. Alford was previously employed as a duly commissioned 
Internal Revenue Agent in the Small/Business and Self-
Employed Examination Division of the IRS. He received his 
BBA in accounting from Baruch College of the City University 
of New York.
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Perry A. Carbone is the Chief of the White Plains Division for the U.S. Attorney’s
Office, Southern District of New York and is in his 32nd year as a prosecutor.
Mr. Carbone began his prosecutorial career at the Manhattan District Attorney’s
Office, where he was assigned to the Office of the Special Narcotics Prosecutor
and later prosecuted organized crime figures in the Rackets Bureau, Labor
Racketeering Unit. Beginning in 1994, Mr. Carbone worked as an AUSA in the
District of New Jersey where he prosecuted numerous high profile public
corruption cases in the Special Prosecutions Division. Mr. Carbone has been a
prosecutor in the SDNY since 2003 where he has continued to prosecute high
profile white collar and public corruption cases. During his career as a federal
prosecutor, Mr. Carbone held a number of leadership positions including, most
recently, Chief of the White Plains Division. In addition to supervising cases in
the White Plains Division, Mr. Carbone also serves as primary liaison with law
enforcement agencies and other prosecutorial offices on matters relating to the
White Plains Division. As a prosecutor, Mr. Carbone has received numerous
awards for his outstanding work. Most recently, in 2015, Mr. Carbone received
the Attorney General’s John Marshall Award for Outstanding Legal Achievement
for Trial Litigation. Mr. Carbone is also an adjunct law professor at Pace Law
School and has also lectured on federal corruption issues at the National
Advocacy Center in Columbia, South Carolina and the FBI training academy in
Quantico, Virginia. Mr. Carbone began his career as a Law Clerk in the United
States Court of Appeals for the Second Circuit. He also worked as a litigation
associate at the law firm Weil Gotschal and Manges and the Chief Compliance
Officer at a G.E. Capital Corp. company. Mr. Carbone graduated cum laude
from Albany Law School in 1986, and with a B.A. in Economics, cum laude from
SUNY at New Paltz in 1982.
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Jamie L. Hoxie is an Assistant United States Attorney in the
District of New Jersey currently assigned to the Cybercrime
Unit. Prior to joining the Office, Jamie served previously in the
U.S. Attorney’s Office for the Northern District of Texas and in
the U.S. Department of Justice’s Civil Division in the Torts
Branch, where she was hired through the Attorney General’s
Honors Program. Jamie has prosecuted and tried a wide range
of cases, including crimes involving computer intrusions,
cryptocurrency-related fraud, money laundering, and identity
theft. Before becoming an AUSA, Jamie worked at Weil,
Gotshal & Manges LLP and Clifford Chance US LLP, both in
New York City.
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Mayling C. Blanco represents corporations and individuals in 
white collar defense, internal and government investigations, 
corporate governance and compliance, as well as commercial 
litigation matters, notably concentrating her practice on the 
Foreign Corrupt Practices Act ("FCPA") and corporate fraud. 
Her focus in the crypto space has been in its intersection with 
criminal conduct such as fraud, tax evasion, and money 
laundering and corporate compliance responsibilities relating to 
preventing these occurrences. She also regularly handles 
matters implicating criminal tax exposure. She has lead
various cross-border and multi-jurisdictional investigations with 
a particular focus on Latin America. She is a member of the 
Vance Center of the New York City Bar and a Regional Deputy 
for the Hispanic National Bar Association.

Contact: 
mayling.blanco@nortonrosefulbright.com
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A seasoned trial attorney, Carlos Ortiz focuses his practice on Foreign Corrupt Practices
Act (FCPA), high-risk tax controversies, offshore tax issues, anti-money laundering, e-
commerce fraud and healthcare fraud, as well as allegations of fraud against
government agencies and financial institutions. He has extensive experience
representing U.S. and foreign-based corporations and individuals in the pharmaceutical,
financial services, healthcare, aerospace, energy and telecommunications industries in
connection with matters before enforcement and regulatory agencies, including the U.S.
Department of Justice (DOJ), the Internal Revenue Service (IRS), the Securities and
Exchange Commission (SEC) and various state attorneys general. Over his career in
private practice, he has secured the declination of criminal charges for corporate and
individual clients. On several occasions he has prevented the referral of charges for the
target of criminal tax investigations. Before entering private practice, Carlos held posts
at the Department of Justice Tax Division and at the U.S. Attorney’s Office for the
District of New Jersey, where he served as Deputy and Acting Chief of the Criminal
Division.

John J. Carney serves as BakerHostetler’s White Collar, Investigations and Securities
Enforcement and Litigation team co-leader. He is a former Securities Fraud chief,
assistant United States attorney, SEC senior counsel and certified public accountant at a
"Big Four" accounting firm. As a prosecutor he investigated and prosecuted securities
and commodities fraud cases, including matters involving currency exchanges and
fraudulent offerings. He also served as a member of the national interagency SEC,
CFTC and DOJ fraud task force. In private practice, he represents public and private
corporations and financial institutions in complex civil, regulatory and criminal law
enforcement investigations and litigation, and advises and defends corporations and
senior officers in matters including alleged cryptocurrency fraud and regulatory non-
compliance. Mr. Carney currently serves as counsel to a court appointed receiver
focusing on the identification and recovery of cryptocurrency assets.

Contact: cortiz@bakerlaw.com

Contact: jcarney@bakerlaw.com



Current Regulatory Landscape

Various federal agencies and courts in the United States categorize 
cryptocurrencies differently. 

FinCEN (Money)

IRS (Property)

SEC (Securities)

CFTC (Commodities)
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2022 Executive Order

The 2022 Executive Order on Ensuring Responsible 
Development of Digital Assets:

• Recognizes significant impact cryptocurrencies, digital assets and 
blockchain technology continue to have on financial services 

• Acknowledges the U.S. has an interest in promoting responsible 
innovation and mitigating associated risks

• Expresses U.S. intention to develop coordinated federal approach to 
understanding the opportunities, risks, and need to regulate digital 
assets

• Calls for research to explore potential design and deployment options 
for a U.S. central bank digital currency (CBDC)

• Defines blockchain, CBDC, cryptocurrencies, digital assets, stablecoins

• Orders multiple agencies to evaluate the impact of digital assets, which 
may lead to increased enforcement actions
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The Enforcement Regime
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Generally, the DOJ has federal jurisdiction over criminal conduct involving financial transactions.  A number of
other U.S. regulatory agencies, such as the SEC, have authority to enforce statutes and regulations that apply.  

These agencies work together to identify and initiate proceedings against individuals and include the CFTC, 
Treasury Department (FinCEN), and the IRS (OFAC). These agencies generally have their own civil enforcement 

authority and may impose monetary penalties to supplement or act as an alternative to criminal prosecution.  
Recently, these agencies have been working closely with respect to cryptocurrencies and the rise of 

crypto-related crime.  



DOJ Crypto Enforcement
• Creation of the National Cryptocurrency Enforcement Team

• Introduced in Oct. 2021, NCET’s purpose is “to ensure the 
department meets the challenge posed by the criminal misuse of 
cryptocurrencies and digital assets and comprises attorneys from 
across the department, including prosecutors with backgrounds in 
cryptocurrency, cybercrime, money laundering and forfeiture[.]”

• On Feb. 18, 2022, the DOJ appointed the NCET’s first Director, 
former SDNY AUSA, Eun Young Choi. In her role at the SDNY, Choi 
also served as the Cybercrime Coordinator investigating and 
prosecuting cyber, complex fraud and money laundering crimes, with 
a particular focus on network intrusions, digital currency, the dark 
web and national security investigations. 

• Launch of KleptoCapture

• On Mar. 2, 2022, Attorney General Merrick B. Garland launched Task 
Force KleptoCapture, which in part will target efforts to use 
cryptocurrency to evade sanctions and launder proceeds of foreign 
corruption. The Task Force will be fully empowered to use the most 
cutting-edge investigative techniques. 
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Renewed Focus on Corporate Crime

• Deputy AG Monaco recently confirmed that 
DOJ will be aggressively pursuing corporate 
white-collar prosecutions
• “Surging resources” to prosecutors
• Increased use of data analytics
• Failure to implement corporate compliance programs 

will be “costly”

• Announced changes to how corporate 
conduct will be evaluated
• Prosecutors can consider any past misconduct
• Companies must provide information on all individuals 

involved
• Monitorship to be imposed more frequently
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Updated IRS Form 1040
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IRS Enforcement – 2021

• Operation Hidden Treasure

• In March 2021, the Director of the Office of Fraud Enforcement 
for the IRS introduced “Operation Hidden Treasure,” a joint 
partnership between the civil office of fraud enforcement and 
the criminal investigation unit to “root out” tax evasion from 
cryptocurrency owners.

• Comprised of agents specially trained in cryptocurrency and 
virtual currency tracking.
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IRS Enforcement – 2021

• Finding John Doe

• IRS issued and successfully defended two John Doe 
summonses to obtain information on cryptocurrency holders. 
 In the Northern District of California, the IRS won an order 

authorizing a John Doe summons on popular cryptocurrency 
exchange, Kraken.

 In the District of Massachusetts, the IRS secured another order 
against Poloniex.

• IRS also defeated court challenge to use information obtained 
by summons.

• These victories, coupled with the IRS’ increased knowledge of 
virtual currency transactions, are big steps in its efforts to, as 
stated in the IRS’ court filing, “root out tax noncompliance”.
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IRS Enforcement – 2021
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The 
Kraken 

Response

Government required to file a response explaining its 
need for the information requested in the summons.  
The response provided numerous examples of how 

the data received in the Coinbase summons required 
additional requests in order to locate actual 

taxpayers.

Detailed information, such as accountholder 
telephone numbers and email addresses, will 

facilitate the IRS’s ability to utilize relevant 
cryptocurrency platform data already in its 

possession including data from foreign-based 
cryptocurrency exchanges.

Noted the potential for abuse by an accountholder by 
providing an example of an individual falsifying their 

identity as the basis for its need for complete account 
history in order to catch these issues.

Stated, “[m]atching the IP addresses for Kraken 
users to IP addresses and other data points in the 

IRS’s information will allow the IRS to link 
substantive account information from multiple 

sources for a single individual taxpayer and make a 
more accurate initial determination of whether that 
individual is in compliance with the internal revenue 

laws.”



IRS Enforcement – 2022 & Beyond

• The IRS issued IRS Notice 2014-21 in 2014 as the first formal guidance for 
individuals and businesses on the tax treatment of transactions using virtual 
currencies. Since the 2014 guidance, the IRS has issued additional guidance 
through FAQs on its website, including specific questions about the 2021 Form 
1040. 

• Sales, trades, and disposals of cryptocurrency in any way are taxed as 
property, reported as ordinary income at short-term and long-term rates 
determined by the IRS.

• Cryptocurrency can be bought and held without tax consequences, even if 
its value increases.

• IRS deployed a system by Palantir Technologies that enables personnel in 
every agency unit to cull vast quantities of data from both internal and external 
resources in a single unified research platform 

• Data from cryptocurrency exchanges gathered from cyber crime units will 
also be incorporated. 
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• Ryan Korner, Special Agent In Charge of IRS-CI’s Los Angeles Field 
Office:

• “It’s one of our top priorities… We’re looking at cryptocurrency from 
several different perspectives, obviously No.1 being tax crimes . . . 
[w]e had over $3.5 billion in seizures stemming from virtual currency 
investigations” in FY 21, a figure that accounted for 93% of all the 
assets seized by tax enforcement.

• The IRS Criminal Investigation unit “has prioritized training and the 
deployment of cryptocurrency, blockchain and open-source intelligence 
(OSINT) technologies to unravel complex cyber-financial criminal 
schemes,” the division said in its annual report.

• To further advance those efforts, the unit is opening an Advanced 
Collaboration & Data Center in Northern Virginia in 2022.

17
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Off-Shore Enforcement – J5
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2018
The Joint Chiefs of 

Global Tax Enforcement 
(“J5”) formed to 

collaborate on the 
investigating and 

combating of cross-
border tax and money 

laundering threats, 
including cybercrime, 
cryptocurrency, and 

enablers of global tax 
crimes.

June 2019
Met in Washington to 

commemorate its one-
year anniversary and 
announce its first year

results. The J5 was 
investigating more than 

50 entities for 
international tax evasion 
previously thought to be 
beyond the reach of the 

J5, and exchanging 
unparalleled amounts of 

information.

March 2021
Announced its third 

“Challenge” explicitly 
focused on FinTech and 

cryptocurrency 
representing another 

significant step in efforts 
by tax authorities to 

bring criminal charges 
against those seeking to 

use the perceived 
anonymity of 

cryptocurrency to evade 
taxes.

2022
Obtained guilty pleas 

from two former defense 
contractor executives for 

failure to report over 
$7.3 million, collectively. 
One of the defendants 

used offshore bank 
accounts to avoid 

detection. The J5 also 
welcomed the indictment 

of five defendants in 
coaction with an $8.4 
million “boiler room” 

fraud and money 
laundering scheme.



Criminal Tax Issues to Consider 

• Potential Criminal Charges 
• Title 26 § 7201 – Tax evasion 
• Title 26 § § 7206 (1) & (2) – Filing a false return & aiding and 

assisting the filing of a false tax returns
• Title 26 § 7212 (a) – Obstructing function of IRS
• Title 18 § 371 – Conspiracy 

• Penalties  
• Individuals – 5 to 3 years prison (per count) & fines
• Corporations – Fines, reporting requirements & monitor  
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SEC Framework for “Investment Contract”
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• The Framework is a detailed analysis of digital 
assets using the investment contract analysis 
from SEC v. W.J. Howey Co., 328 U.S. 293 
(1946). 

• Under the Howey test, an investment contract, 
and therefore a security, exists when there is (i) 
an investment of money (ii) in a common 
enterprise (iii) with a reasonable expectation of 
profits derived from the efforts of others.

Presenter Notes
Presentation Notes
 



Statements from the SEC
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• In April 2018, Jay Clayton, in his capacity as SEC 
Chairman, stated, “There are different types of 
crypto-assets […] Then there are tokens which are 
used to finance projects […] There are none that 
I’ve seen that are not securities.”

Presenter Notes
Presentation Notes
 



Statements from the SEC –
(the Wild West  . . .)
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• In August 2021, Chairman Gary Gensler offered his first significant public commentary on 
cryptocurrency after his confirmation, expressing “to the extent that digital assets like 
[initial coin offerings, or ICOs] are securities — and I believe every ICO I have seen is a 
security — we have jurisdiction, and our federal securities laws apply.”

• In September 2021, Chairman Gary Gensler testified before the U.S. Senate Committee 
on Banking, Housing and Urban Affairs, commenting “[c]urrently, we just don’t have 
enough investor protection in crypto finance, issuance, trading, or lending . . . it’s more 
like the Wild West or the old world of “buyer beware” that existed before the securities 
laws were enacted. This asset class is rife with fraud, scams, and abuse in certain 
applications.”

• In March 2022, Chairman Gary Gensler’s Conference explained his support for digital 
asset regulatory reform:

• “Many [exchanges] have well in excess of 100 tokens” with “many of the tokens . . 
. [m]eet[ing] the definition of ‘securities.’ While each token’s legal status depends 
on its own facts and circumstances, given the Commission’s experience with 
various tokens that are securities, and with so many tokens trading, the probability 
is quite remote that any given platform has zero securities.”

• “Congress gave us a broad framework with which to regulate exchanges . . . [the] 
first [step] is getting the platforms themselves registered and regulated much like 
exchanges.”

Presenter Notes
Presentation Notes
 



Recent SEC Enforcement Cases

• Virgil

• The Securities and Exchange Commission today 
announced that it filed an emergency action and obtained 
an order imposing an asset freeze and other emergency 
relief against Virgil Capital LLC and its affiliated companies 
in connection with an alleged securities fraud relating to 
Virgil Capital's flagship cryptocurrency trading fund, The 
SEC's complaint, filed in the Southern District of New York 
on Dec. 22, 2020, charges violations of the antifraud 
provisions of the federal securities laws, and seeks 
permanent injunctions, including conduct-based injunctions, 
disgorgement with prejudgment interest, and civil penalties.  
BakerHostetler was appointed counsel to the Receiver by 
U.S. District Court and assists the Receiver in marshaling 
assets on behalf of creditors and investors who fell victim to 
a fraud scheme perpetuated by manager Stefan Qin.
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Recent SEC Enforcement Cases

• Telegram - On Oct. 11, 2019, the SEC filed a complaint against Telegram, alleging that 
the company had raised capital to finance its business by selling approximately 2.9 
billion Grams to 171 initial purchasers worldwide. The SEC sought to preliminarily enjoin 
Telegram from delivering the Grams it sold, which the SEC alleged were securities that 
had been offered and sold in violation of the registration requirements of the federal 
securities laws. On March 24, 2020, the U.S. District Court for the Southern District of 
New York issued a preliminary injunction barring the delivery of Grams and finding that 
the SEC had shown a substantial likelihood of proving that Telegram's sales were part of 
a larger scheme to unlawfully distribute the Grams to the secondary public market.

• "New and innovative businesses are welcome to participate in our capital markets 
but they cannot do so in violation of the registration requirements of the federal 
securities laws," said Kristina Littman, Chief of the SEC Enforcement Division's Cyber 
Unit. "This settlement requires Telegram to return funds to investors, imposes a 
significant penalty, and requires Telegram to give notice of future digital offerings."

• "Our emergency action protected retail investors from Telegram's attempt to flood the 
markets with securities sold in an unregistered offering without providing full disclosures 
concerning their project," said Lara Shalov Mehraban, Associate Regional Director of the 
New York Regional Office. "The remedies we obtained provide significant relief to 
investors and protect retail investors from future illegal offerings by Telegram."

• Without admitting or denying the allegations in the SEC's complaint, the defendants 
consented to entry of a final judgment enjoining them from violating the registration 
provisions of Sections 5(a) and 5(c) of the Securities Act of 1933. The judgment orders 
defendants to disgorge, on a joint and several basis, $1,224,000,000 in ill-gotten gains 
from the sale of Grams, with credit for the amounts Telegram pays back to initial 
purchasers of Grams, and also orders Telegram Group Inc. to pay a civil penalty of 
$18,500,000. Telegram is further required, for the next three years, to give notice to the 
SEC staff before participating in the issuance of any digital assets.
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Recent SEC Enforcement Cases

• KIK - Oct. 21, 2020 —The Securities and Exchange Commission 
announced today that a federal district court has entered a final 
judgment on consent against Kik Interactive Inc. to resolve the SEC’s 
charges that Kik’s unregistered offering of digital “Kin” tokens in 2017 
violated the federal securities laws.

• The SEC’s complaint, filed in the U.S. District Court for the Southern 
District of New York on June 4, 2019, alleged that Kik sold digital asset 
securities to U.S. investors without registering their offer and sale as 
required by the U.S. securities laws. The court granted the SEC’s 
motion for summary judgment on September 30, 2020, finding that 
undisputed facts established that Kik’s sales of “Kin” tokens were sales 
of investment contracts, and therefore of securities, and that Kik 
violated the federal securities laws when it conducted an unregistered 
offering of securities that did not qualify for any exemption from 
registration requirements. The court further found that Kik’s private and 
public token sales were a single integrated offering.

• The final judgment permanently enjoins Kik from violating the 
registration provisions of Sections 5(a) and 5(c) of the Securities Act of 
1933. Kik is further required, for the next three years, to provide notice 
to the Commission before engaging in enumerated future issuances, 
offers, sales, and transfers of digital assets. Kik will also pay a $5 million 
penalty.
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Recent SEC Enforcement Cases

• Ripple - Dec. 22, 2020 
• The Securities and Exchange Commission filed an action against 

Ripple Labs Inc. and two of its executives, who are also significant 
securities holders, alleging that they raised over $1.3 billion 
through an unregistered, ongoing digital asset securities offering.

• According to the SEC's complaint, Ripple; Christian Larsen, the 
company's co-founder, executive chairman of its board, and former 
CEO; and Bradley Garlinghouse, the company's current CEO, 
raised capital to finance the company's business. The complaint 
alleges that Ripple raised funds, beginning in 2013, through the 
sale of digital assets known as XRP in an unregistered securities 
offering to investors in the U.S. and worldwide. The complaint 
alleges that the defendants failed to register their offers and sales 
of XRP or satisfy any exemption from registration, in violation of 
the registration provisions of the federal securities laws.

• Case is ongoing
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bakerlaw.com
These materials have been prepared by Baker & Hostetler LLP for informational purposes only and are not legal advice. The information is not intended to create, and receipt of it does not constitute, 
a lawyer-client relationship. Readers should not act upon this information without seeking professional counsel. You should consult a lawyer for individual advice regarding your own situation. 
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